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Abstract
DevOps (Development andOperations) has been successfully adopted
by large software companies, especially in mobile and cloud appli-
cations. This success has increased interest in DevOps adoption by
small organizations and FLOSS (Free/Libre Open Source Software)
communities developing IoT (Internet of Things)-related projects.
CI/CD (Continuous Integration and Delivery) pipelines are among
the most common DevOps practices for automating software devel-
opment and delivery. Understanding their adoption is important for
project planning and management. This study analyzes the CI/CD
pipelines of twenty-five popular IoT-related GitHub repositories.
We examine GitHub Actions workflow files and apply open coding
to repository issues to investigate how these projects implement
CI/CD practices. Results show a higher adoption of continuous inte-
gration than continuous delivery. Workflow executions are mainly
triggered by technical events, such as Push and Pull Requests. We
also observed frequent use of third-party Actions, while many
steps rely on local commands and some Actions are not available
on GitHub Marketplace, suggesting the use of community-specific
solutions. The analysis of issues indicates that CI/CD discussions
mainly focus on challenges and difficulties faced by contributors.
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1 Introduction
Different applications of Internet of Things (IoT) systems are in-
creasingly present in society, including smart cities, smart homes,
industry 4.0, and wearable devices [13]. IoT systems consist of con-
nected objects that share data and perform processing to generate
value for users [1, 10]. These systems combine sensor networks and
embedded system architectures, and their design varies according
to application domains [12].

The quality of IoT systems depends on the development processes
of both hardware and software components. Software engineering
aims to improve these processes to deliver high-quality systems at
satisfactory costs [16]. In this context, DevOps represents a collab-
orative and multidisciplinary approach that automates the continu-
ous delivery of software updates while ensuring correctness and
reliability [11]. Among its practices, Continuous Integration and
Continuous Delivery (CI/CD) pipelines automate software building,
testing, and delivery activities [8]. However, IoT projects introduce
specific challenges due to embedded systems characteristics, such
as continuous operation, limited hardware resources, reliability re-
quirements, device heterogeneity, and deployment constraints that
may require human intervention. Therefore, investigating CI/CD

adoption in IoT-related projects is essential to understand chal-
lenges specific to this domain.

Automation tools are commonly integrated into source code
repositories to support repetitive development activities. In 2019,
GitHub introduced GitHub Actions (GHA), a service that enables
repository contributors to create automated workflows triggered
by repository events. In GHA, Actions consist of sets of commands
executed as steps to automate tasks related to continuous integra-
tion, continuous delivery, and other DevOps activities. GitHub also
supports integration with external automation tools, such as Circle
CI, Travis, and Jenkins [6].

According to previous study, IoT project contributors need a
holistic understanding of development and delivery processes [14].
Automation tools such as GHA make these processes more trans-
parent, reducing release risks and disseminating knowledge among
developer communities [20]. Therefore, understanding the GHA
ecosystem in IoT-related projects and anticipating the effects of its
adoption are important for project planning and management.

Despite advances in automation tools, developers still face chal-
lenges in implementing and maintaining CI/CD pipelines. Problems
related to pipeline configuration, execution, andmaintenance reveal
gaps in knowledge and documentation within IoT-related project
communities. These difficulties may result in delayed releases, in-
consistent software quality, and reduced adoption of automation
practices. Thus, investigating how IoT-related communities struc-
ture their CI/CD pipelines and address these challenges is necessary.

This motivated our research, which analyzes FLOSS (Free/Libre
Open Source Software) repositories of IoT-related projects to under-
stand how their communities structure CI/CD pipelines and handle
challenges associated with these processes.

Our findings indicate most public or third-party Actions iden-
tified are highly specific, being used only once in the repositories.
Several Actions may represent solutions developed for community
needs and potentially become reusable by other projects. CI is the
most common category among these Actions. Additionally, issue
discussions frequently address difficulties and challenges faced by
contributors when working with CI/CD pipelines.

These results suggest that IoT-related project communities are
active but may face stability and functionality challenges that moti-
vate contributors to create forks and implement alternative solu-
tions. Encouraging Action reuse, continuous education on CI/CD
practices, and community support may contribute to more collabo-
rative and efficient development.

The remainder of this paper is organized as follows. Section
2 presents related work. Section 3 describes the research setup,
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followed by the results in Section 4. Section 5 discusses the impli-
cations of our findings, Section 6 presents threats to validity and
mitigation actions, and Section 7 concludes the paper with final
considerations and future work.

2 Related work
Previous studies have investigated agile methodologies in embed-
ded systems and automation tools across different software domains.
Recent works analyzed the use of GitHub Actions (GHA) and its
effects on collaborative software projects, mainly in web and mobile
domains [9, 18]. However, this study focuses on embedded-layer
software in IoT systems.

Evidence shows that Continuous Integration (CI) adoption in
GitHub projects can improve collaborator productivity and soft-
ware quality [17]. As a fundamental practice for CI/CD pipelines,
CI has been investigated through different automation tools. Zhao
et al. (2017) analyzed the impact of Travis CI using Regression
Discontinuity Design (RDD), observing increases in merged com-
mits, closed Pull Requests (PRs), and automated tests after adoption,
while the number of closed issues decreased [21]. Beller et al. (2017)
investigated Travis CI usage and showed that dependency on CI
tests varies across programming languages. They also highlighted
that GitHub integration enables parallel execution of integration
tests in multiple environments [2].

With the introduction of GHA in late 2019, research began to
investigate its adoption and impacts. Golzadeh et al. (2022) showed
that GHA adoption contributed to reduced usage of other GitHub-
integrated CI tools, such as Travis CI, Circle CI, Azure, and Ap-
pVeyor. They observed that GHA rapidly increased in popularity,
surpassing Travis CI within eighteen months, and that repositories
commonly combine multiple CI tools, especially Travis CI, Circle
CI, and GHA [6].

Studies have also investigated the effects of GHA adoption on
software development practices. Using RDD analysis, Kinsman et
al. (2021) observed changes in Pull Request activities after GHA
adoption, including an increase in rejected PRs and a decrease in
accepted PR commits. They also identified CI, utilities, and CD
as the most common categories of Actions [9]. Similarly, Wessel
et al. (2023) found that GHA adoption is associated with more
PR rejections, increased communication in accepted PRs, fewer
commits in accepted PRs, and longer approval times [18].

Decan et al. (2022) empirically analyzed GHA usage in 68K
GitHub repositories, finding that 43.9% used GHA workflows. Their
study investigated automated workflows and identified that Action
reuse is common, although concentrated on a limited number of
Actions [5].

Other studies have examined CI impacts on PR delivery time.
Bernardo et al., (2023) analyzed 162,653 PRs from 87 open-source
projects and found that CI adoption only slightly reduced PR deliv-
ery time in some projects [3]. Guo and Leitner (2019) replicated this
study using RDD and a control group, confirming limited improve-
ments in individual PR delivery time while showing that CI enables
projects to manage more PRs per release. They also highlighted the
influence of release-cycle factors on delivery time [7].

Unlike previous studies that mainly analyze general open-source
projects or PR delivery metrics, our work investigates CI/CD adop-
tion and practices in IoT-related FLOSS projects using GHA. We
analyze pipeline structures through YAML workflow files, com-
munity discussions through issues, and repository metrics. Future
work includes applying longitudinal approaches, such as RDD, to
evaluate the impact of GHA on IoT project activity metrics, in-
cluding PRs, comments, and commits, as well as comparing GHA
adoption with other CI/CD tools used in this domain.

3 Research setup
Ourmethodology investigates CI/CD practices in twenty-five FLOSS
IoT-related project repositories through the analysis of GitHub Ac-
tions (GHA) workflow YAML files and community discussions re-
lated to CI/CD pipelines. We followed the Goal-Question-Metric
(GQM) approach proposed by Basili et al. (1994), defining the re-
search goal at the conceptual level, research questions at the opera-
tional level, and metrics for quantitative and qualitative analyses.

3.1 Goal and research questions
The goal of this research is to investigate CI/CD pipeline practices
in IoT-related FLOSS projects from the perspective of distributed
software development communities. We formulated the following
research questions:

• RQ1. How do FLOSS IoT-related projects structure their
CI/CD pipeline?

• RQ2. What is discussed in FLOSS IoT-related project com-
munities about the CI/CD pipeline?

RQ1 focuses on understanding how projects implement CI/CD
pipelines using GHA, including workflow triggers and Actions used
in automation processes. RQ2 investigates community discussions
about CI/CD, identifying difficulties, improvements, and other rel-
evant topics. Together, these questions provide insights into both
the technical adoption and practical challenges of CI/CD in FLOSS
IoT-related projects.

3.2 Selected IoT-related projects
The repository selectionwas performed using theGitHubAPI query:
https://api.github.com/search/repositories?q=topic:internetof
things,iot+stars:>1000 . This query aimed to identify popular
FLOSS IoT-related projects with more than one thousand stars on
GitHub. Then, we manually inspected each repository to confirm
its relevance, excluded non-software items (e.g., books or tutorials),
and kept only projects related to IoT embedded software or tools
that support their development. We considered only repositories
written in English.

Repositories with more than one thousand stars were selected
because stars are widely recognized as an indicator of popularity
and community interest on GitHub [4]. Most developers consider
this metric before using or contributing to a project. However,
this selection may introduce biases, favoring projects with active
marketing, larger contributor bases, or popular languages.

Although IoT systems may include backend and frontend soft-
ware deployed in clouds, servers, or personal computers, these
components were outside the scope of this study. We focused
on software closer to IoT devices, particularly those running on

https://api.github.com/search/repositories?q=topic:internetofthings,iot+stars:>1000
https://api.github.com/search/repositories?q=topic:internetofthings,iot+stars:>1000
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resource-constrained hardware. GitHub was selected because of
its popularity among developers, availability of FLOSS projects,
and rich historical data. After the selection process and discussions
among the authors when necessary, twenty-five repositories were
included in the analysis.

3.3 Data collection and analysis
Data collection follows principles from Mining Software Reposito-
ries (MSR) research and ACM Empirical Standards. The collected
data included GHA workflow configuration files in YAML format
and repository discussions related to CI/CD pipelines. The quali-
tative analysis of discussions followed the open coding technique
described by Stol et al. (2016) [15].

To answer RQ1, we automatically collected YAML workflow files
from the .github/workflows directory of the selected repositories,
which is the standard location for GHA workflow definitions. We
analyzed these files to identify workflow triggers and the Actions
used in Jobs, including both predefined and customized Actions.
Python scripts (download_yml.py and verify_event.py are in our
replication package) were developed to automate file collection
and analysis. In total, we identified one hundred eighty-two YAML
files from nineteen projects using GHA. The analysis focused on
the frequency of workflow triggers and the most commonly used
Actions.

To answer RQ2, we analyzed CI/CD-related discussions from
repository issues. Issues were retrieved using the search expres-
sion: “continuous integration” OR delivery OR deploy OR ci/cd in
title,body. The analysis aimed to identify themes and challenges dis-
cussed by project communities. Following open coding principles,
we manually analyzed issue descriptions and comments, created
initial classifications, and refined categories through iterative dis-
cussions among the authors. Each issue was classified into one of
four categories: Difficulties or challenges, improvement, mainte-
nance, and request or suggestion.

This methodology enabled the analysis of both the technical
structure of CI/CD pipelines and the experiences reported by IoT-
related FLOSS communities, providing evidence to answer the pro-
posed research questions.

4 Results
In this section, we present the results of our study by first describing
the analyzed dataset and then answering each research question.

4.1 Dataset overview
IoT-related projects differ from web and mobile projects due to their
specific constraints and requirements. While web and mobile appli-
cations commonly use languages such as JavaScript, Python, Java,
and Ruby in environments with greater computational resources,
IoT-related projects frequently rely on C, C++, and Assembly due to
hardware limitations, such as reduced processing power, memory,
and storage. These projects also emphasize reliability and resilience
because software often runs directly on embedded devices under
restrictive conditions.

The selected repositories include nine Real-Time Operating Sys-
tem (RTOS) projects and sixteen Device/Toolkit (DT) projects. The
RTOS projects were: RT-Thread/rt-thread, zephyrproject-rtos/zephyr,

Table 1: The twelve kinds of events in workflows and reposi-
tories that used GHA

Event % Workflows % Repositories

push 74.73% 100.00%
pull_request 71.98% 100.00%

release 25.82% 61.10%
schedule 15.93% 50.00%

workflow_dispatch 38.80% 44.40%
issues 9.34% 38.80%

pull_request_target 22.20% 16.00%
workflow_run 2.20% 16.60%
issue_comment 1.10% 11.10%

repository_dispatch 1.65% 5.50%
workflow_call 1.65% 5.50%

pull_request_review 0.55% 5.50%

RIOT-OS/RIOT, ARMmbed/mbed-OS, contiki-os/contiki, FreeRTOS/FreeR-
TOS, aws/amazon-freertos, apache/nuttx, and contiki-ng/contiki-
ng.The DT projects were: tencent/ncnn, micropython/micropython,
esp8266/Arduino, arduino/Arduino, rwaldron/johnny-five, espres-
sif/arduino-esp32, espressif/esp-idf, hybridgroup/gobot, jerryscript-
project/jerryscript, hybridgroup/cylon, adafruit/circuitpython, espres-
sif/ESP8266_RTOS_SDK, jerryscript-project/iotjs, cesanta/mongoose-
os, hybridgroup/artoo, and arduino/arduino-ide.

4.2 RQ1. How do FLOSS IoT-related projects
structure their CI/CD pipeline?

To answer RQ1, we analyzed GHA workflow configuration files.
Among the twenty-five repositories, nineteen use GHA, containing
one hundred eighty-two YAML files. Therefore, the percentages
presented in Tables 1 and 2 consider these nineteen repositories as
the total.

GHAworkflows are triggered by events, and we identified twelve
event types used in the analyzed repositories.These events appeared
four hundred and two times in workflows. Each Job contains, on
average, four steps, which may execute reusable Actions or local
commands.

Table 1 presents the most frequent workflow events. The most
frequent events were push and pull_request, both used by more
than half of the analyzed projects. These events are directly related
to development activities: push triggers workflows after commits,
while pull_request triggers workflows during code review andmerg-
ing processes. These results are consistent with Decan et al. (2022),
where these events were also the most commonly used [5].

Most repositories using GHA configure multiple workflows: fif-
teen of the nineteen projects contain two or more workflow files.
This separation may facilitate maintenance and understanding by
the community. We identified seventy-five reusable Actions among
seven hundred sixty-six steps, and Table 2 presents the most fre-
quent ones.

The most frequently used Action was actions/checkout, present
in all repositories using GHA. This Action provides access to the
repository source code and is commonly the first step in CI/CD
workflows. Other frequent Actions support artifact management,
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programming environments, dependency caching, code coverage,
and container-based workflows.

Among the ten most frequent Actions, six are maintained by
GitHub, three by Docker, and one by Codecov. Docker-related Ac-
tions indicate relevant adoption of containerization practices in
CI/CD workflows.

To further analyze reusable Actions, we searched GitHub Mar-
ketplace. We identified sixty-five of the seventy-five Actions in
the Marketplace. These Actions were used in seven hundred and
seventy-eight of the one thousand and six hundred and twenty-
seven analyzed steps (47.8%). The remaining steps execute local
commands directly defined in YAML files.

Table 2: Top ten most frequent actions in steps and reposito-
ries using GHA

Action % Steps % Repositories

actions/checkout 47.17% 100.00%
actions/upload-artifact 12.34% 52.63%
actions/setup-python 8.74% 68.42%

actions/cache 7.84% 31.58%
actions/download-artifact 3.47% 26.32%
codecov/codecov-action 1.03% 15.79%

actions/setup-node 0.90% 10.53%
docker/login-action 0.77% 26.32%

docker/build-push-action 0.77% 21.05%
docker/setup-qemu-action 0.77% 15.79%

Table 3 presents themost frequent Action categories. Continuous
Integration was the most common category, followed by Utilities
and Deployment. These results indicate that projects frequently
use Actions to automate building, testing, and workflow support
activities.

Table 3: Most frequent categories and the proportion of ac-
tions using them

Action category % Actions

Continuous Integration 26.67%
Utilities 20.00%

Deployment 6.67%
Dependency Management 5.53%

Testing 5.53%
Project Management 5.53%

Code Quality 4.00%
Code Review 2.67%

Open Source Management 2.67%
Chat 2.67%

Security 2.67%
Publishing 1.33%

Container CI 1.33%
Uncategorised 13.33%

Regarding CI/CD tools, eleven of the twenty-five repositories
use only GHA. Five projects combine GHA with other tools, such

as Jenkins, GitLab CI, and AppVeyor. Four projects use Travis CI
exclusively, two use non-GHA combinations, and one project does
not use pipeline automation. All analyzed RTOS projects use GHA.

Compared with previous studies, GHA adoption in our dataset is
high: nineteen of twenty-five repositories (76%) use GHA. Previous
studies reported adoption rates ranging from approximately 30% to
43.9% in general FLOSS repositories [5, 9, 18]. This adoption may be
facilitated by GitHub-native workflow configuration, visualization
tools, and Action reuse.

4.3 RQ2. What is discussed in FLOSS IoT-related
projects communities about the CI/CD
pipeline?

To answer RQ2, we analyzed one hundred eighty-six GitHub issues
related to continuous integration, delivery, or deployment using the
search expression: “continuous integration” OR delivery OR deploy
OR ci/cd in title,body. Using open coding inspired by Grounded
Theory principles (Stol et al., 2016), we classified issues into four cat-
egories after iterative analysis among the authors. Table 4 presents
the results.

Open coding was conducted by two researchers who iteratively
analyzed the descriptions and comments of CI/CD-related issues.
Initially, one researcher read the issues in their entirety and pro-
posed an initial coding scheme based on emerging categories. Subse-
quently, the second researcher independently reviewed this coding,
evaluating the appropriateness of the categories and the assigned
classifications. Discrepancies were discussed in meetings among
the authors until a consensus was reached, iteratively refining cat-
egory definitions and the final classification of each issue. As the
analysis was exploratory and driven by the identification of emerg-
ing themes, no statistical measure of inter-coder agreement was
calculated. Instead, we sought to enhance the analysis’s reliability
through successive rounds of discussion and category consolidation
among the researchers.

Table 4: Issue discussion categories

Categories of the Issues # Issues % Issues

Difficulties or challenges 83 43.62%
Improvement 44 23.66%
Maintenance 32 17.20%

Request or suggestion 27 14.52%
Total 186 100.00%

Difficulties or challenges.This was the most frequent category,
including discussions about broken builds, configuration problems,
and failures during CI/CD activities. Contributors frequently re-
ported difficulties adapting workflows to new dependencies, envi-
ronments, or hardware platforms.

Improvement. This category includes discussions about adding
workflows, improving documentation, and extending CI/CD sup-
port for new boards and environments.

Maintenance. Issues classified in this category involved up-
dates to workflow resources, configuration changes, and minor
adjustments to improve pipeline execution.
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Request or suggestion. This category includes requests for
new CI/CD capabilities or modifications to existing processes, such
as remote deployment support and corrections related to hardware-
specific configurations.

Unlike Kinsman et al. (2021), who identified maintenance-related
discussions as predominant, our results show that IoT-related projects
mainly discuss difficulties and challenges [9]. Wessel et al. (2023)
also observed discussions related to configuration problems and
requests for help, reinforcing that CI/CD adoption may generate
specific challenges depending on the project context [18].

5 Discussion
In this work, we provide evidence about CI/CD pipeline automation
practices in IoT-related FLOSS projects. Among the twenty-five
analyzed repositories, nineteen showed evidence of GHA usage. All
RTOS projects adopted GHA, except contiki-os/contiki, which uses
Travis CI; however, its successor, contiki-ng/contiki-ng, migrated
to GHA. Among Device/Toolkit (DT) projects, eight repositories
use GHA, while others still rely on tools such as Circle CI, Jenkins,
Travis CI, GitLab CI, and AppVeyor. Five DT projects did not use
GHA at the time of our analysis. These results suggest that GHA
adoption is becoming a relevant trend in IoT-related projects hosted
on GitHub, although communities may still be transitioning to this
relatively recent tool.

Although previous studies have demonstrated the increasing
adoption of GHA in FLOSS projects across different domains, our
study focused on observing its usage in IoT-related repositories at
a specific point in time [5, 9, 18]. Therefore, we did not investigate
the motivations behind GHA adoption. Previous literature suggests
that its popularity may be related to its native integration with
GitHub, YAML-based configuration, documentation, and reusable
Actions. Investigating how these characteristics influence adoption
in IoT communities remains an opportunity for future research.

We identified an average of thirty reusable or third-party Actions
per repository, which is higher than values reported in previous
studies. Wessel et al. (2023) reported an average of 1.5 third-party
Actions per workflow, while Kinsman et al. (2021) found an average
of 4.5 third-party Actions per repository. These differences may
be related to the specific characteristics of our IoT dataset and the
maturity of the analyzed projects [9, 18].

The analyzed repositories used twelve different workflow events,
mainly related to technical development activities, such as push,
pull_request, and release. We also identified seventy-five reusable
Actions, with Continuous Integration being the most frequent cate-
gory. These Actions mainly support activities related to building,
testing, and code integration. The second most frequent category
was Utilities, which provides additional support for repository in-
teraction and management. Therefore, the most frequently used
Actions address both technical and organizational aspects of devel-
opment workflows.

Although 7.5% of the identified Actions were not available on
GitHub Marketplace, they may represent solutions developed for
specific community needs that could become reusable in the future.
Additionally, 52.2% of workflow steps execute local commands
instead of reusable Actions, suggesting opportunities for future
Action development and publication. Considering the diversity of

microcontrollers and embedded platforms in IoT environments,
reusable Actions for building and configuring these environments
may represent a relevant opportunity for the community.

Our findings have implications for both practitioners and re-
searchers. IoT developers and communities need to evaluate tools
that support CI/CD automation, and GHA represents a relevant al-
ternative due to its integrationwith GitHub and support for reusable
automation components. Beyond technical activities, workflows
can automate project management tasks, social interactions, and in-
tegration with external tools. Understanding how these automation
mechanisms influence collaboration and development practices is
an important direction for future research. This study represents
an initial step toward understanding the role of GHA in IoT-related
FLOSS communities.

6 Threats to validity
In this section, we discuss the threats to validity of our study and the
mitigation strategies adopted, following the guidelines proposed
by Wohlin et al. (2012) [19].

External validity. Threats to external validity concern the gen-
eralization of our findings beyond the analyzed context. Our study
focused on FLOSS IoT-related repositories, and the results may
not apply to other domains due to differences in programming
languages, developer profiles, and project characteristics. To miti-
gate this threat, we clearly defined and applied selection criteria to
ensure consistency during repository selection.

Construct validity.Threats to construct validity concernwhether
the collected data and analysis represent the concepts investigated.
We interpreted workflow events, labels, and job identifiers based
on GitHub documentation; however, communities may use these
concepts differently. We selected GHA because of its growing adop-
tion, GitHub integration, large repository ecosystem, and available
APIs. For RQ2, the use of keyword-based issue searches may have
excluded discussions using different terminology. Furthermore, our
point-in-time analysis of YAML workflow files may not capture
changes in CI/CD tool usage over time.

Internal validity. Threats to internal validity relate to possible
factors affecting our analysis. Actions were categorized according
to their GitHub Marketplace primary and secondary categories,
assuming primary categories represent their main purpose. When
categories were unavailable, we analyzed Action names and work-
flow steps to identify the most appropriate classification. The qual-
itative coding relied on consensus among the authors instead of
a formal inter-rater agreement measure. We mitigated this threat
through iterative discussions and by making the complete coding
spreadsheet publicly available in the replication package.

Conclusion validity. Threats to conclusion validity concern
the reliability of our interpretations. For RQ1, the analysis was
mainly descriptive and based directly on workflow configuration
files, reducing the impact of interpretation bias. However, RQ2 in-
volved qualitative analysis of issue discussions using open coding,
which may introduce subjectivity. To mitigate this threat, multi-
ple authors iteratively analyzed and discussed the categories until
reaching agreement. Additionally, we provide quantitative distri-
butions of classified issues and examples from each category to
support the consistency of our interpretations.
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7 Final considerations
In this work, we investigated CI/CD pipeline practices in FLOSS
IoT-related projects by mining repositories, analyzing workflow
configuration files, and examining community discussions. We de-
veloped scripts to analyze YAML files and applied open coding,
inspired by Grounded Theory, to classify discussions related to
CI/CD pipelines.

Our results show that FLOSS IoT-related projects commonly
adopt CI/CD practices, with a predominance of Continuous Inte-
gration and GHA as the automation platform. We also observed dif-
ferences between RTOS and Device/Toolkit (DT) projects regarding
usage patterns and community discussions. Despite the adoption
of CI/CD practices, contributors frequently discuss difficulties and
challenges related to pipeline configuration and maintenance.

Most workflows are triggered by technical repository events,
especially push, pull_request, and release. Reusable Actions from
third-party providers, particularly GitHub, Codecov, and Docker,
are widely used. On average, workflows use four third-party Ac-
tions, mainly related to Continuous Integration and Utilities that
support developer interaction with GitHub. However, Action reuse
remains concentrated in a small number of categories, and few
security-related Actions were identified, despite security being an
important concern in IoT systems.

The analysis of community discussions indicates that contribu-
tors mainly report difficulties and challenges when working with
CI/CD pipelines. Although projects generally provide documen-
tation about software usage and contribution processes, only a
few provide detailed documentation about CI/CD workflows. More
complete and updated documentation about pipeline configuration
and execution may help maintainers better understand automated
processes and focus on other project activities.

As future work, we plan to extend this observational analysis
by investigating the impact of GHA adoption on project activity
indicators, such as pull requests, comments, commits, and pull re-
quest resolution time. We intend to apply Regression Discontinuity
Design (RDD) in longitudinal analyses comparing project behavior
before and after GHA adoption. This analysis will focus on IoT-
related projects that have used GHA for at least twelve months,
aiming to evaluate whether CI/CD adoption influences collabora-
tion patterns, pull request outcomes, and project sustainability.

Artifact Availability
In accordance with the VEM 2026 Open Science policy, the complete
dataset, the Python scripts for extracting YAML files, and the anal-
ysis spreadsheets are available in a public, anonymized replication
repository1.
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